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Copyright and Confidentiality

By accessing and using the installation instructions (the “instructions”) you acknowledge and agree, on
your behalf and on behalf of the person, entity or other organization on whose behalf you are accessing
the instructions, that neither Microsoft nor ICONICS, nor any of its service providers, including, without
limitation, any system integrator or independent software vendor: (1) makes any representations or
warranties of any kind, either express, implied, statuary or otherwise with respect to the instructions,
including the accuracy, completeness or usefulness thereof; and (2) shall be liable for damages of any
kind, under any legal theory, arising out of or in connection with your election to follow or use, or
inability to follow or use, the instructions, including any direct, indirect, incidental, special, punitive or
consequential damages, or for loss of use, loss of profits, loss of data, loss of business, or loss of privacy
or security, even if foreseeable, arising out of or in connection with your election to follow or use, or
inability to follow or use, the instructions. You further acknowledge and agree that your use of the
instructions, whether directly or indirectly, is at your own risk and that you expressly assume all risks in
connection with your use of the instructions. If you do not agree to the foregoing, you may not access or
use the instructions.
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Introduction

ICONICS IoTWorX is a piece of software that supports collecting data from equipment and devices and
sends it to the cloud for analyzing. The features and benefits of loTWorX have been well documented
and will not be repeated here. Furthermore, instructions for installing loTWorX on a Linux computer, or
on loT Edge on Linux, have also been fully documented previously, and we will not repeat those
instructions here either. The current whitepaper shows you only how to install loTWorX on a Windows
computer.

The ICONICS Suite is a collection of modules that can be used to ingest, visualize, and analyze the data
from loTWorX. Instructions for configuring and using the many features of the ICONICS Suite are well
documented elsewhere, and in this whitepaper, we will show you only how to use it to configure
loTWorX remotely.

loT Edge is a piece of software from Microsoft that runs on a Linux or Windows computer and supports
edge computing functionality, for example software designed specifically to run on loT Edge such as
loTWorX. Installing it on a Windows computer requires first installing a component from Microsoft
known as Azure loT Edge for Linux on Windows (EFLOW) to support the Linux functionality required by
loT Edge.

As stated in the Microsoft documentation, Azure loT Edge extends loT Hub, and allows you to “analyze
device data locally instead of in the cloud to send less data to the cloud, react to events quickly, and
operate offline.” The advantage of installing it on a Windows computer is that you can manage the
device using Microsoft Update, following the instructions here, which eliminates the need to remote
into the machine to install operating system updates.

Prerequisites

The prerequisites for installing EFLOW on a Windows computer are specified in this document from
Microsoft. Note that the current whitepaper was written based upon loT Edge 1.1, and the prerequisites
for IoT Edge may change with subsequent versions of loT Edge. For the latest information, users should
check the release notes here.

In this whitepaper we will install loTWorX on the EFLOW and use it to pull data from an on-premises
device and then send it to Azure for visualization and analytics. To follow the steps in this whitepaper, in
addition to the EFLOW-capable Windows computer, you need the following:

e An Azure subscription with a storage account, an Azure loT Hub, and a virtual machine (VM)
with at least 2 GB of memory running Windows. Instructions for creating a storage account in
Azure can be found here, for creating an Azure loT Hub here, and for creating a VM here. The
VM will be used for the instance of GENESIS64 that will be used to provision loTWorX.

e Windows and ICONICS licenses.

This whitepaper documents how to install locTWorX in a Windows VM running on a Windows computer
and send data to ICONICS Suite running in Azure. It presupposes that the reader has a good working
knowledge of both the ICONICS products and with Azure services. The following document will be
referenced for more details:
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https://iconics.com/Production/media/Literature/Brochures/Product/IoT-Spec-Sheet.pdf
https://azure.microsoft.com/services/iot-edge/
https://aka.ms/AzEFLOW-Docs
https://docs.microsoft.com/azure/iot-edge/
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https://azure.microsoft.com/
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https://docs.microsoft.com/azure/iot-hub/iot-hub-create-through-portal
https://docs.microsoft.com/azure/virtual-machines/windows/quick-create-portal
https://iconics.com/Downloads/Download-ICONICS-Suite
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e |oTWorX Quick Start. Provides instructions for setting up a basic instance of loTWorX. We will

refer to this document as Quick Start.

While the steps in the document listed above, and those in the current whitepaper, are generally
applicable for most users, results may vary depending upon a user’s software and hardware systems.

Overall design

In Quick Start, you will find instructions for how to provision loTWorX on loT Edge and configure it to

send data to loT Hub. The high-level architecture is as follows:

loTWorX"

module

Azure loT Edge

Linux or Linux VM or Windows or Windows VM

Figure 1: High-level architecture used in Quick Start

A

. b lca/ﬂ;Bs
—
L { \0 =
Ul GENESIS64

Windows VM

The instructions include a simulated temperature sensor running within the loTWorX module.

The current whitepaper expands specifically on, and only on, the instructions for installing loTWorX in a
Windows VM and uses a physical sensor instead of a simulated one:

03 Sense

Figure 2: High-level architecture used for this whitepaper
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To aid in visualizing what we are doing, the various element names are shown in the following diagram:
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https://docs.iconics.com/V10.97.1/GENESIS64/Help/ICONICS_Product_Help.htm#Com/Tools/IoTWorX/IoT_Gateway_Suite_Quick_Start.htm
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A

(@ loTWorX & —— »iCONES
\ L ® 4
— EFLOW VM \\PLATEIA-EFLOW T Iij HUIIZ b GENESISC

03 Sense A\ : SISt Windows VM \\GEN64ver1097

Windows VMO7 \\PLATEIA

Windows computer \\SKALA

Figure 3:High-level architecture, annotated

The reader can follow the instructions in this paper to install EFLOW directly on \\SKALA by omitting the
sections on creating the \\PLATEIA VM. The reason for adding this extra VM in this paper is to provide
additional details regarding the nuances of deploying an loT Edge module on Windows in a nested VM
for those users who need that extra layer in their infrastructure — for example, the enterprise customers
to whom we have talked that have an existing infrastructure server and have IT policies that require
isolation of all applications by installing these in VMs rather than on the server itself.

Creating the required Azure resources

You need to collect some information about the target loT Hub, so you can provision the loT Edge device
to send data to it. Follow these instructions from Quick Start, modified to use the names we show in this
whitepaper. In the Azure portal:

1. Select your Azure storage account and then Access Keys. Copy the Connection string for key 1
to Notepad. In this whitepaper, the storage account was called devicetelemetrydata.

2. Select your loT Hub, select Built-in endpoints. Copy the Event Hub compatible endpoint to
Notepad. In this whitepaper, the loT Hub was called TelemetryHub.

3. Go to Shared access policies in the Security Settings section. Select the iothubowner policy.
Copy the Primary connection string to Notepad.

4. Still on the loT Hub page, select loT Edge in the Device management section and click Add loT

Edge Device. Name your device and then click Save. For this whitepaper, we named the device
vm07.

5. Click vim07 and copy the Primary Connection String to Notepad.

Creating an instance of the ICONICS Suite

You do not need an instance of the ICONICS Suite to install loTWorX, though you can use it to do so, but
you do need it to configure loTWorX to collect data. Before starting, install ICONICS Suite 10.97.1
available from the Azure Marketplace here. The instructions for what to do next to create an loT project
are fully documented in the short Quick Start section Creating an loT Project and need not be repeated
here. To be consistent with the names in this whitepaper, provide the following values as you follow the
steps to deploy loT Suite in Quick Start:
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Field Value

Server/VM name \\GEN64ver1097
Project name SPYROS-HUB
Subscriber connection IoTWorX configuration

As you follow the directions, remember that the loT Hub is called TelemetryHub, and that you copied
the required connection strings while following the instructions at the beginning of this whitepaper.

Getting the loTWorX software

You do not need to download loTWorX software — it will be deployed from the cloud once you have
configured loT Edge. However, the local Windows VM does need to be configured first as an loT Edge
device. The simplest way to do this is to download and run a script provided by ICONICS, following these
instructions from Quick Start:

ICONICS customers with a current support plan can download the zip file from the Customer
Connection Portal.

1. Go to https://partners.iconics.com .
2. Login.

3. Select Support > Product Downloads.
4. Download the loTWorX Tools file.

New users should request an loTWorX trial at https://iconics.com/Products/loTWorX, upon which
they will be sent a link to download the loTWorX Tools file.

Preparing the host VM for loTWorX

Since loT Edge requires certain Linux capabilities, Microsoft implemented loT Edge on Windows by
providing a technology called EFLOW, which deploys a Microsoft managed Linux VM on top of Windows
or a Windows VM. In the environment used for this whitepaper, we chose to run the EFLOW VM on top
of a Windows VM. The physical host is a Windows computer named \\SKALA. It has Hyper-V enabled,
several VMs used for other applications, and a VM called vm07 running Windows with the system name
\\PLATEIA, into which we are going to install an EFLOW VM. (Hence why we called the Edge device in
the Azure portal vin07.)

Before continuing, note that an EFLOW VM on loT Edge 1.1 requires a minimum of 2 CPU and 2048 MB
of memory. In our case, that means that vim07 itself needs to meet or exceed these requirements. In
the environment used for this whitepaper, we created vm07 with 2 CPU and 6164 MB:
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[ settings for vm07 on SKALA - X

vm07 v 4 [J]

% Hardware 2 !" Add Hardware
[] Add Hardware

@ gros You can use this setting to add devices to your virtual machine.

Boot from CD Select the devices you want to add and didk the Add button,
< SE':U”W - SCSI Controller

Key Storage Drive disabled Network Adapter
] Memory Legacy Network Adapter

6164 Fibre Channel Adapter

F‘ru:u:essu:ur

Virtual processors

=] .j IDE Controller 0
[# o Hard Drive

Furthermore, if you are installing an EFLOW VM with loT Edge 1.1 inside a Windows VM, you need to
configure the host VM to support nested VMs. To do this, you can run the following PowerShell
commands in the host VM:

Set-VMProcessor -VMName <VMname> -ExposeVirtualizationExtensions $true

Get-VMNetworkAdapter -VMName <VMname> | Set-VMNetworkAdapter -MacAddressSpoofing On

So, to enable nested VMs in vim07 we used Windows Remote Desktop (RDP) to remote into \\SKALA,
launched PowerShell with Administrative privileges, and ran those commands:

¥ Administrator: Windows PowerShell — m] X

\administrator.DODEKANESE> Set-VMProcessor vme7
dministrator.DODEKANESE> Get-VMNetworkAdapter vme7 | Set-VMNetworkaAdapter
PS C:\Users\administrator.DODEKANESE> _

Subsequent releases of loT Edge may change the processor and memory requirements, as well as add or
eliminate other requirements such as the need to run commands to support nested VMs. The reader
should check the latest requirements on the Microsoft website before continuing.

At this point in the process, we have the following infrastructure:

1. A host machine running Windows, \\SKALA with IP 192.168.1.10, with Hyper-V enabled, hosting
2. VM vmO07 running Windows, \\PLATEIA with IP 192.168.1.103, with Hyper-V nesting enabled

Installing loT Edge and EFLOW on the host VM

We are now ready to create the EFLOW VM in vm07. RDP into \\PLATEIA and copy the loTWorX tools
file into a location that can be accessed in the VM. In the deployment used for this whitepaper, we
copied to a folder in the C:\ drive:

C:\Software\ICONICS\IoTWorX\IoTWorX Tools V10.97.1
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Before continuing, launch a command shell in \\PLATEIA and run ipconfig /all to note the Windows
host DNS server address — you will need it later. In the configuration used for this whitepaper, the DNS is
running on \\SKALA, at 192.168.1.10. Next, launch PowerShell with Administrative privileges and enter
the following commands to allow script execution and run the PowerShell script to create an EFLOW VM
with loT Edge inside vm07:

Set-ExecutionPolicy -ExecutionPolicy AllSigned -Force
PS C:\Users\Administrator> cd C:\Software\ICONICS\IoTWorX\IoTWorX Tools_V10.97.1\

PS C:\Software\ICONICS\IoTWorX\IoTWorX Tools V10.97.1> & '.\IoTWorX inst win.psl'

When asked for the number of cores and memory, enter 2 and 2048, respectively. Enter Y to confirm
that you want the script to provision an EFLOW VM as an Edge device. Finally paste in the loT Edge
Device Connection String copied to Notepad earlier. The script will next check to see if Hyper-V is
enabled in \\PLATEIA, and if it is not, Hyper-V is enabled and the system reboots.

LOW VM have #

1 IaT Edge
[¥]es [N]
IoT Edge Device Connection String: HostMame=TelenetryHub.azure-devices.net;Deviceld=winvmds;Sharediccessiey=S*ssdauscssiiiisnnsy

If the system has rebooted, RDP back into it, launch PowerShell and restart the PowerShell script. Next
the system will display the Microsoft software license and request the user to accept the terms, and
whether to send optional or only required diagnostic data to Microsoft. Answer Y and then R to
continue:

In arder to r.'ll"fJEE‘-Eﬂ with AzZure IaT E-‘Jgé for Linux on Windows -ﬂEplEl','lIél'll you nesd to ar;n:ept the end ser license EEP&EI‘EI'It
¢Taxt of MICROSOFT SOFTWARE LICENSE TERMS AZURE IOT EDGE FOR LINUX OM WINDOWS {EFLOW) displayeds
g, I Agrea [N] Mo, I decline [?] Help (default is
Dl..agr'msl:l-: data
send diagnostic data te Mic

option,
Send 1

tic data will always be included i dce will be
equally secure and operate Pormally.

Required diag

Send anly info abaut nstallation of the s e, , and capabilities, and wheth Efs p ning properly.
Disgnostic data is used to help keep this service secur o da roubleshoot problems and make
[0] Optional [R] Required [#] Help (default is "R")}: r

[12/18/2821 14:31:51] Enabling Microsoft Update. This will allew Azure IoT Edge for Linux on Windows to receive updates.

- Microsoft Update iz enabled.

At this point the installation script is broken into several steps. In Step 1, the script checks for whether
the required features to host VMs are enabled in \\PLATEIA:
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[12/18/2821 14:31:51] Step 1: Pr 3t fol re I " i Windows

[12/18/2871 14:31:5

eking t
ing the

1 switeh With nafe 'EFLOWSWiteh®

- The wvirtual switch 'EFLOWSWiteh® of type ‘External’ is present

[12/18/2821 14:31:5
[12/18/2821 14:31:5

[12/18/2821 14:31:56] Ve

‘C:* has 185 @
imum af 18 GB ce 15 required on drive 'C:*

Host has HE ¥

A minimun of 1824 MB ménory 18 required

Host has 2 CPU e

A minimus of 2 3 res iz required

Step 3 configures the requisite networking, including creating a network switch that can communicate
externally if one does not already exist:

[12/18/2821 14:31:5 T uring Azure IoT Edge for Linux of Windows runtime

[12/18/2821 14:31:58 ating BERt S8

(name: EFLOWSwW
1lation

cted Windews host binaries
cted Limux
Linux WM image

Testing if & 2 wisionad

Then in Step 4 the script starts to install the EFLOW VM inside vm07. Note the EFLOW VM name
constructed is \\PLATEIA-EFLOW, and the IP address assigned is 192.168.1.125:
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:3@] Step 4: Runtime configuration complete. Creating virtual machine

:31] Creating virtusl machine. Verifying host requiremen for selec iguration (16 GB disk e, 2848 MB memory, 2
[12/1@/2821 14:32:31] Verifying Host can support requested EFLOW configuration

[12/10/2021 14:32:31] Verifying required stora; RAM and number of cores are av
Dr: ‘C:" has 192 GB free
A minimum of 16 GB disk space is required on drive "C:’
Host has 3573 MB free memory
A minimum of 2848 MB memory is required
Host has 2 CPU cores
A minimum of 2 CPU cores is required
[12/1@/2021 14:32:33] Setting dynamically expanding virtual hard disk maximum
- Creating storage vhd (file: AzureIoTEdgeForLinuc-v1-EFLOW)

- Creating vnic (name: PLATEIA-EFLOWInterface)
- Instantiating virtual machine (name: PLATEIA-EFLOW)

[12/18/2021 14:32:39]
[12/18/2021 14:32:40] Successfully created virtual machine
[12/18/2021 14:32:408] Virtual machine hostname: PLATEIA-EFLOW

[12/18/2021 14:32:43] Querying IP and MAC addr from virtual machine (DESKTO E-EFLOW)

[12/18/2021 14: esti H connection. ..
[12/18/2021 ESEE fully connected to the Linux VM
[12/1@/20821 ] Deployment successful

Scope ExecutionPolicy

MachinePolicy Undefined

UserPolicy Undefined

Undefined

Undefined

LocalMachine Allsigned
0K

Once the EFLOW VM is created, the script updates firewall settings, including forwarding rules, to allow
communication between applications inside the EFLOW VM and those outside of it:
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wsdlpdating EFLOW WM Firewall sattings.. . .-
open TCP part 8443,
open TCP part 8843,
open TCP part B8EA.
open TCP part 88.
Open TCP port 478BE.
Save IPvd settings
# Generated by iptables-save v1.B.3 on Fri Dec 18 22:33:86 2821
*mangle
tPREROUTING ACCEPT [2398:215698]
tINPUT ACCEPT [23B4:212888 ]
+FORWARD ACCEPT [@:8)
OUTPUT ACCEPT [23B1:214687)
+POSTROUTING ACCEPT [2388:214531]
COMMIT
@ Complated on Frl Dac 18 22:33:86 2821
# Generated by iptables-save w1.B.3 on Fri Dec 18 22:33:86 2821
*nat
tPREROUTING ACCEPT [19:2125]
+INPUT ACCEPT [11:572]
SQUTPUT ACCEPT [1:48)
tPOSTROUTING ACCEPT [1:48]
:DOCKER - [B:8]
-A PREROUTING -m addrtype --dst-type LOCAL -j DOCKER
-A QUTPUT ! -d 127.8.8.8/E -m addrtype --dst-type LOCAL -3 DOCKER
-A POSTROUTING -5 172.17.8.8/16 ! -n dockerd -j MASQUERADE
-A DOCKER -i dockerd -7 RETURN
OOMMAIT
# Completed on Fri Dec 16 22:33:B6 2821
# Generated by iptables-save v1.B.3 on Fri Dec 18 22:33:86 2821
*Filter
+INFUT DROF [1:17Z]
:FORWARD DROP [@:8]
HOUTPUT DROP [B:@]
:DOCKER - [B:8]
{DOCKER-ISOLATION-STAGE-1 - [8:8]
tDOCKER-TSOLATION-STAGE-2 - [@:8]
*DOCKER-USER - [@:8]
-A INPUT -1 1o -3 ACCEFT
-A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-8 INPUT -p tep -m tep --dport 22 -j ACCEPT
-A INPUT -p tep -m tep --dport 8443 -§ ACCEPT
-A INPUT -p tep -m tep --dport BBAZ -§ ACCEPT
-A INPUT -p tep -m tep --dport BBEB -§ ACCEPT
-A INPUT -p tep -m tep --dport B8 -§ ACCEPT
-A INPUT -p udp -m udp --dport ATEEE -9 ACCERT
-A FORWARD -3j DOCKER-USER
-A FORWARD -j DOCKER-ISOLATION-STAGE-1
FORWARD -0 dockerd -m conftrack --¢tstate RELATED; ESTABLISHED -§ ACCEFT
FORKARD -o dockerd -3 DOCKER
FORWARD -i dockerd | -o docker® -§ ACCEPT
FORWARD -i dockerd -o dockerd -j ACCEPT
QUTPUT -3 ACCEPT
DOCKER-ISOLATION-STAGE-1 -1 dockerd ! -o docker® -3 DOCKER-ISOLATION-STAGE-2
DOCKER-ISCHATION-STAGE-1 -§ RETURN
DOCKER-ISOLATION-STAGE-Z -o dockerd -1 DROP
DOCKER-ISOLATION-S5TAGE-2 -§ RETURN
DOCKER-USER -j RETURM
COMHIT
# Completed on Fri Dec 18 22:33:86 2821

Finally, loT Edge is installed in the EFLOW VM, and the script terminates:

~=Provisioning EFLOW WM. ..~

[12718/2821 14:33:86] Provisioning virtual machine...

[12/18/2821 14:33:B6) Provisioning Lotedge for the first time.

[12/18,/2821 14:33:86] Serting provisioning information for provisioning type: ManualConnectisnString
[12/108/2821 14:33:12] Provisioning successful. detedge service running.

oK
~~EFLOMW WM installation complete and proviszioned as IoT Edge deviece.-—
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At this point, you can see the loT Edge application in Add/Remove Programs in the Windows Control

Panel of \\PLATEIA:

Settings

@ Home Apps & features

= Related settings
Find a setting g

Choose where to get apps

Programs and Features

Installing apps only from Micrasoft Stare helps protect your device.

Apps
Anywhere Help from the webs
£ Apps & features
pps from Microsoft
iS5 Default apps Apps & features
ipdating apps
M Offiine maps
App execution aliases a
d Get hely
B3 Apps for websites B
Search, sort, and filter by drive. If you would like to uninstall or move an & Give feedback

CH  Video playback app. select it from the list.
his lis

=[]

Startup.

Sort by: Name oy: Al drives

37 apps found

[ 0 Vveewer 8.00KB
Alarms & Clock 160 KB
App Installer 160 K8
G Acure o7 EdgeLTs 572 MB

13 12/10/202

H Calculator 160 KB

Once EFLOW is set up, launch and elevate PowerShell session and type the command connect-
Eflowvm to connect to the EFLOW VM and run Linux commands to query or configure the environment:

PS C:\Software\ICONICS\IoTWorX\IoTWorX Tools V10.97.1> Connect-EflowVm

This will bring up a bash terminal within PowerShell, where you can run Linux commands in the EFLOW

VM, including utilities like ifconfig Or iotedge list.

At this stage, the Linux computer in the EFLOW VM is called \\PLATEIA-EFLOW:

PLATETA-EFLOW

It has an IP address of 192.168.1.125:

ifconfig
br-2773b36356@@ Link encap:Ethernet HwWaddr 82:42:ed:
inet addr:17 8.1 Bcast:172.18.255.255 Ma
inet6 addr: 2:edff:fe59:25f6/64 Scope:Link
RUNMING MULTICAST MTU:150@ Metric:1
27 errors:@ dropped:® overruns:@ frame:8
dropped:@ overruns:® carrier:
collisions:@ txqu -]
RX bytes:18918 (18.9 KB) TX bytes:28865 (22.8 KB)

docker@ thernet Huaddr @2:42:7f
2.17.8.1 Bcast:172.17.2
MULTICAST MTU:1568 Metr:

RUNNING Ml
9118 errors:® dropped:@ overruns:@ frame:@
dropped:@ overruns:® carrier:@
10688
RX bytes:71399465 (71.3 MB) TX bytes:484325 (484.3 KB)
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Some networking configurations prevent the EFLOW VM from getting the DNS server address from the
host, so it is worth checking the DNS server in the EFLOW VM and configuring it manually if not there.
Remembering the Windows host DNS server address noted earlier, follow the instructions in
https://aka.ms/AzEFLOW-DNS to check and configure the DNS in the EFLOW VM manually if needed.

At this point, the loT Edge edgeAgent should be running:

sudo iotedge list
NAME STATUS DESCRIPTION CONFIG

edgeAgent running Up 22 minutes mcr.microsoft.com/azureiotedge-agent:1.1

To recap, at this point in the process we have the following:

1. A host machine running Windows, \\SKALA with IP 192.168.1.10, with Hyper-V enabled, hosting

2. VM vmO07 running Windows, \\PLATEIA with IP 192.168.1.103, running Azure loT Edge LTS, with
Hyper-V enabled, hosting

3. EFLOW VM running Linux, \\PLATEIA-EFLOW with IP 192.168.1.125, running the Azure loT Edge
edgeAgent

Installing loTWorX on the EFLOW VM

Now that \\PLATEIA is running Azure loT Edge and registered as an Edge device in loT Hub, we can install
ICONICS edge modules on it.

There are two ways you can do this. The easiest is to install from the Azure loT Edge Module
Marketplace, and the other way is to deploy from an instance of the ICONICS Suite following the
instructions in Quick Start. Both methods are described here, but the reader only needs to follow the
steps in one of them.

Option 1: Deploying from the Azure loT Edge Module Marketplace

To install the ICONICS edge modules from the Azure loT Edge Module Marketplace, bring up the Azure
portal in a browser and select your loT Hub —in our case TelemetryHub. The instructions in the previous
section will have created an Edge ID for vm07, which you can see by navigating to the loT Edge section
under Device management:

Home > TelemetryHub

& TelemetryHub | loT Edge = - X
loT Hub
£ Search (Ctrl+/) «  loT Edge Devices  loT Edge Deployments
X Overview Deploy Azure services and solution-specific code to on-premises devices. Use loT Edge devices to perform compute and analytics tasks on data before it's sent to the cloud. Learn more
& Activity log

A2 Access control (IAM) ente
6 T <> Find using 2 query

&2 Diagnose and solve problems

ice ID

—+ Add IoT Edge Device () Refresh

Events

@ Pricing and scale Device ID Runtime Response Module Count Connected Client Count Deployment Count

Device management ymo7 200 -- OK 4

Devices
uno 200 -- OK 7
& [oT Edge

& Configurations vmo5 200 -- OK. 5 3

Page 14 © 2022, Microsoft Corporation and ICONICS, Inc. All rights reserved.


https://aka.ms/AzEFLOW-DNS
file://SKALA
file://PLATEIA
file://PLATEIA

Installing loTWorX on loT Edge on Windows

Select vm07 and then the Set modules tab to bring you to a screen where you can select modules to
deploy to the Edge device vim07. Click Add, and select Marketplace Module:

Home > TelemetryHub > vm07 >

Set modules on device: vm07

TelemetryHub

Modules Routes Review + create

Container Registry Credentials

You can specify credentials to container registries hosting module images. Listed credentials are used to retrieve modules with a matching URL. The
Edge Agent will report error code 500 if it can't find a container registry setting for a module.

NAME ADDRESS USER NAME PASSWORD
Name l ‘ Address ‘ | User name ‘ ‘ Password
loT Edge Modules

An loT Edge module is a Docker container you can deploy to loT Edge devices. [t communicates with other modules and sends data to the loT Edge
runtime. Using this Ul you can import Azure Service loT Edge modules or specify the settings for an loT Edge module. Setting modules on each device
will be counted towards the quota and throttled based on the loT Hub tier and units. For example, for S1 tier, modules can be set 10 times per second if
no other updates are happening in the loT Hub. Learn more

—‘r Add Vv i‘é:% Runtime Settings

=+ loT Edge Module DESIRED STATUS
rurfning

+ Marketplace Module

+ Azure Stream Analytics Module running

In the subsequent screen, search for ICONICS to bring up loT Edge modules that can be deployed:

loT Edge Module Marketplace

Marketplace

[ .2 1conics

oA IcoEdgeAgent for loTWorX (latest)
> ICONES  conics

IcoEdgeAgent for loTWorX (latest)

. = lcoEdgeAgent for loTWorX (latest for ASE)
> ICOMES  conics

IcoEdgeAgent for loTWorX (latest for ASE)

A loTPublisher for loTWorX (latest)
)
> iCONICS  |coNics

loTPublisher for loTWorX (latest)

A loTPublisher for loTWorX (latest for ASE)
)
> iCONILS  |coNics

loTPublisher for loTWorX (latest for ASE)

Select first IcoEdgeAgent for loTWorX (latest) and then loTPublisher for loTWorX (latest) and then
Review + create to deploy those modules to vim07. Once you have competed these steps, jump to
Confirming deployment below.
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Option 2: Deploying from an instance of ICONICS Suite
Another way to install loTWorX is to do so from an instance of ICONICS Suite. Use RDP to access

\\GEN64ver1097, and launch ICONICS Workbench. In the left navigation menu, expand Devices under
your loT project, in our case the project called SPYROS-HUB. The Edge device, vin07, will not yet be
visible in the list of devices, though in our case two other devices (uno and vm05) we added previously
are showing. To add vmO07 to the list of available devices, right click on Devices and select Configure
Device Group Settings. Devices registered in loT Hub are listed in the Group Devices tab, and vm07 can

be seen there:

# Workbench by ICONICS, Inc.
Home  Project | Tools

: 2
&f x
Login/Logout Disconnect

Security Server Connection

Project Explorer
4 [ MyProject (010000000 )
b Assets
¥ Internet of Things
o Data Connectivity
149 Alarms and Notifications
= Reports

Triggers

¥/ Security
[ Project Files

[

3

»

»

3

» ™ platform Services
»

[

[21 SPYROS-HUB (01.00.000.00)
4

. Devices
» B uno
> [3 vm05

4 g Device Templates

» W Default Template

License Mode: Advanced Tags Count

= o X
~ @
= Q FrameWorX Server Location Licensing ] H E] Data Browsers ™ &K Audit Log Disabled
ngﬂ [Ell Ptatform Services Configuration F Redundancy sz.ﬂ i & Drag&Drop ™ [ Grid Edit Actions ™ & Show Audit Log
{ Challenge Security * " Layouts™ [ AutoApply R Tree Edit Actions ™
Tools Usability
2
Search: |
5]
Favorite
» B MyCer
P 5 Networh
Dx x
PYRO. D oUP 64VER109
Devices
General Settings | Group Devices
Devices available in the selected subscriber connection
InGroup | Device Name In Registry | Enabled Connected | Description
+ Click here to add new item
una O ICONICS Agent Reported Status: The device is disci
i~ ¥m0S il 1] &l JCONICS Agen: Reported Statys: The device is oyt
| O vm07 1T Edge Runtime Response: Missing Deployment
+ I
EPS:
0 [y v
Ne node currently selected - 0 items available in the grid - No Task Running - Audit log disabled spyros

Select device vm07 and click Apply & Close. In the left navigation menu, refresh the Devices folder, and

you should see vm07:
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# Workbench by ICONICS, Inc.
Home  Project | Tools

® F\ ""D Q FrameWorX Server Location Licensing | | lE‘ PRETES = Data Browsers ™ 2X Audit Log Disabled
‘!‘ K| Bl 1B ptatform Services Configuration E[f Redundancy d Drag&Drop ™ Grid Edit Actions ™ §% Show Audit Log
Login/Logout Disconnect | TraceWorX Themes  Quick

i Challenge Security - layouts~ [ AutoApply [ Tree Edit Actions ™

Security Server Connection Tools Usability

4 [ MyProject (01,00.000.00) Application Name 7 | Data Source Catalog Notes

b L Assets

e o W Internet of Things (local) VMO1
# Internet of Things i »
o Data Comnectivity Contains all the applications used for data connectivity
& Data Connectivity

i £ Hyper Alarm Server (local) VMO1

41 Alarms and Notifications
™! Reports

Trggers
= platform Services

¥ Security
B/ Project Files
4 [31 SPYROS-HUB [ 01.00.000.00)

»
»
3
3
»
»
»
3

Pl Devices
» B uno
» 3 vmos
| 4[E o7 |

» M Internet of Things

» & DataConnectivity
» i Hyper Alarm Server
> Actions
» B Framewarx
» % Security
» & Project Files

4 5 Device Templates

b Wy Default Template

License Mode: Advanced Tags Count “vm07" is currently selected - 7 items available in the grid - No Task Running - Audit log disabled

Project Explorer ~ | Project Details i

v[:

Search: £

e
Favorite

> B My Con

b5 Networl

+ I
EPS:

Recent

spyros

Next, we want to specify which Edge modules we want to deploy to \\PLATEIA. Right click on vm07 and
click Configure Modules to open the Configure Modules for loT Edge Device window. Click on Click to

Configure Modules to bring up the Deployment Modules pane:
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# Configure Modules for loT Edge Device X
Deployment Options -
Version: 10.97.1 ¥
Deployment Modules  (Click to add a module)
Name ‘ Type Desired Status = Restart Policy Reported Versior | Deplo Deploy Status |
loT Publisher ICONICS Running Always
loT Edge Agent ICONICS Running Always Ad
Mosquitto ICONICS Running Always O Ad Setting
Takebishi DeviceGateway ICONICS Running Always O Advanced Settings

[ show Advanced Settings | Back ‘ ‘ Deploy ‘ | Close

Select 10T Publisher and loT Edge Agent to deploy those two Edge modules and click Deploy.

Confirming deployment

After a minute or two, RDP into the Edge device \\PLATEIA, launch PowerShell, and list the modules
deployed:

NAME STATUS
IcoEdgeAgent running gent:10.97.1

ToTPublisher running Up a minute conics/iotworx:10.97.1
edgeAgent running Up a minute
edgeHub running Up 44 seconds

The modules you specified in either Option 1 or Option 2 above are visible and running.

Configuring loTWorX to get and send device data

To this point you have installed ICONICS loTWorX on the |oT Edge device vim07, and it is connected to
the loT Hub TelemetryHub. However, you have not configured loTWorX to do anything, so it is not
sending any data to loT Hub. To keep loTWorX lean, there is no local user interface on vim07 to
configure loTWorX, so you need to do that from an instance of ICONICS Suite.

To do this, first RDP into \\GEN64ver1097 and launch the ICONICS Workbench application. In the left
navigation pane, you will see that the Edge device vin07 icon is green, meaning it is receiving data from
loTWorX:
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H'kfftby‘ﬁ?z{?IMM_ | - - O ’\xo

] = Q@
o U Be
Login/Logout TraceWorX B
Security Server Connection Too sabilit
Project Explorer ~ | Project Details ¥

4 [ MyProject (01.00.000.00 ) Search: P
b Assets a

b Intemet of Things - =

» & Data Connectivity Favorite

B 14 Alarms and Notifications » B MyCon

P 7 Reports P {5 Networl

» Triggers

» = piatorm Services

» % Security

» 1/ Project Files

4 [3 SPYROS-HUB ( 01.00.000.00)

- ——
EPS:

Recent

License Mode: Advanced Tags Count "vm07" is currently selected - 0 items available in the grid - No Task Running - Audit log disabled spyros

No device data is being sent by vim07 yet, as we have not deployed any instructions to the device on
polling any local devices. If you follow the instructions in Quick Start to deploy a simulator in loTWorX,
vmO07 will send the simulated data to \\GEN64ver1097. Similarly, if you have a physical device that
supports BACnet or Modbus communications, you can follow the instructions in Connecting a Delta VFD
to Microsoft Azure using ICONICS loTWorX or Monitoring Building Power Consumption to get vim07
sending data from those devices.

To see the data, we need to take some additional steps. The following additional whitepapers include
instructions for some options to display and analyze the data in ICONICS Suite, and should prove helpful:

e Combining loTWorX and Azure Stream Analytics on Azure loT Edge

e Measuring Occupancy with Delta Controls O3 Sense, Azure 10T, and ICONICS

e Air Quality Monitoring Solution with ICONICS and Sysinno

To follow up, if you followed the instructions in this whitepaper along with the referenced whitepapers,
you would now be able to see data coming from a BACnet device arriving in loT Hub in the Azure portal:
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i S @ () httpsi//pontalazure.com/#blade/Microsoft_Azure MonitoringMetrics/M sou
ICONICS. INC. (ICONICS.COM) <
A Home > TelemetryHub
® X il Metrics
W e Monitor ng
=+ Newchart () Refresn |£ Share v () Feedback ~/ ( Local Time: Last 30 minutes {Automatic -
1

Device to cloud messages &
|£= Line chart \s [ Drill into Logs N[5 New alert rule 5% Pin to dashbd

% Add metric *y A

(i TelemetryHub, Telemetry messages sent, Count @

Telemetry messages sent (Count)
t=emenub

7

Next, we were able to see the raw data coming into loT Hub using Azure loT:
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P Azure loT Explo previe
File Edit View Window Help

Azure loT Explorer (preview)

Home >| TelemetryHub > Devices > vmO07 > Telemetry I

Notifications

E Device identity

B Device twin

[ Telemetry

y{ Direct method

=2 Cloud-to-device message

% Medule identities

M Stop  [~] Show system properties

Telemetry ©
Consumer group ©

Specify enqueue time O

(D) Receiving events

Tl Clear events

{r Simulate a devics

And finally, because we subscribed ICONICS Suite in \\GEN64ver1097, we were able to see the
interpreted data in ICONICS Data Explorer:

7] Data Explorer by ICONICS, Inc. - o X
Search: - P Drag a column header and drop it here to group by that column
* | Published Data via Static List * IS¢ Value Y[ Ti Data Type T | Acce:
Eavorites Acoustic_occupancy 1 1/5/2022 8:44 PM | Good RIW | RIW[HR|HW | iotloTWorX m07_data/Acoustic_od}
Internal_humiity 43.15557 | 1/5/2022 £:43 PM | Good RIW [ RIW[HR[HW | iotloTWorX ¢ _data/Internal_hu
4 [= My Computer p
Internal_temperature 15.36507 | 1/5/2022 8:43 PM | Good RIW | RIW[HR|HW ] iotloTWorX mO7_data/Internal_tenf
P Assets IR_temperature 14.20504 | 1/5/2022 8:43 PM | Good RIW | R|W|HR|HW | iotloTWorX c _data/IR_tempera
4 % Intemet of Things Light_level 0 1/5/2022 8:43 PM | Good RIW | RIW[HR|HW ] iotloTWorX /um07_data/Light_level
4 %% T Subscriber Motion_sensor 0 1/5/2022 8:43 PM | Good RIW | R|W|HR|HW ] iotloTWorX _data/Motion_sen
Occupancy 0 1/5/2022 8:43 PM | Good RIW | RIW[HR|HW ] iotloTWorX //im07_data/Occupancy
4 Gateway JSON connector Occupancy_inactivity_period | 300 1/5/2022 8:43 PM | Good RIW R | W | HR | HW | iotloTWorX _data/Occupancy |
4 ] IoTWorX configuration Occupant_humidity 460502 | 1/5/2022 8:43 PM | Good RIW | RIW[HR|HW ] iotloTWorX \/ym07_data/Occupant_H
R — Occupant_temperature 144461 | 1/5/2022 8:43 PM | Good RIW | R|W|HR|HW | iotloTWorX _data/Occupant_t|
Sound_level 3033189 1/5/2022 8:44 PM | Good RIW | RIW[HR|HW ] iotloTWorX \/ym07_data/Sound_leve|
b [ vm0S_data Sound_volume 75 1/5/2022 843 PM | Good RIW | RIW|HR | HW] iotloTWorX " data/Sound_volu
> = vmo7
4 = ym07_data
» | Published Data via Static List
b [T Statistics

Next Steps

At this point, we have done what we set out to do in this whitepaper: we created an Edge device,
deployed loTWorX modules to the Edge device, and the device is sending data to the ICONICS
application in Azure.
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